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Abstract

In recent years, governmental and industrial eggjerbecomes an increased problem for governmedts an
corporations. Especially information about currerchnology development and research activities are
interesting targets for espionage. Thus, we inttedunew and automated methodology that investighte
information leakage risk of projects in researctl tathnology (R&T) processed by an organizatiorceomng
governmental or industrial espionage. Latent seimamdexing is applied together with machine baseadaning
and prediction modeling. This identifies semargicttial patterns representing technologies and their
corresponding application fields that are of higlevance for the organization’s strategy. Thestepa are
used to estimate organization’s costs of an inféiondeakage for each project. Further, a web ngrpproach
is processed to identify worldwide knowledge disition within the relevant technologies and coroesfing
application fields. This information is used toiestte the probability that an information leakagew. A risk
assessment methodology calculates the informag@micalge risk for each project. In a case studyinfioemation
leakage risk of defense based R&T projects is ifiya®d. This is because defense based R&T isrtitpkarly
interest by espionage agents. Overall, it can beyslthat the proposed methodology is successfthliculation
the espionage information leakage risk of projeEkss supports an organization by processing esgiemisk
management.

Key Words: Latent semantic indexing, SVD, Espiond&jek assessment.

1 Introduction

Espionage is defined as the access to sensitivamation without obtaining approval by the holdéthe
information (Crane, 2005). It is organized by fgreintelligence services (governmental espionagéyo
corporations (industrial espionage) (Reisman, 2@0@)it is executed by human experts (agentsksimeaific
target field that are able to distinguish betweamdane information and information that is releviantown
organizational purposes (Kaperonis, 1984).

Many countries become very attractive to foreigelligence services for governmental espionagetand
corporations for industrial espionage because #ineyn an excellent geopolitical situation and lseathey host
a large number of high-tech companies (Ho, 2008yeneral, these countries are based on an open and
pluralistic society, which make gathering of infation easier for espionage agents. Two of thesactitte
countries are the Federal Republic of Germany amited Kingdom. Both, the UK intelligence service$sM
(Jones, 2008) and the German Federal Ministryetnterior (2011), report that espionage targéd$ief
foreign intelligence services and corporationstheeapplied science research and technology (R&d)the
military (that includes defense based R&T).

In general, R&T projects are sensitive concernisgj@age if they deal with a specific combinatién o
technologies and application fields (Warner, 1924) example for a technology is diamond as a stuliste
technology for silicon carbide (SiC). In contrasiSiC, diamond has several advances in developiigha
frequency power transistor for radar and commuitnaipplications. Projects dealing with this tedogy and
application field are sensitive e.g. in Germanyaase Germany has - besides USA - worldwide leading
knowledge in this technology. Further, these sjeciidar and communication applications are ofteniji and
also of commercial interest and thus, the appbcefield is an important part of the national reshastrategy in
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Germany. A further example is the nuclear weapgnieation field. It is trivial, that research projs e.g. in
USA and United Kingdom (UK) examining technologieshis application field are sensitive because jgarad
to non-nuclear-weapon states, USA and UK havedirdgaechnological knowledge and they have strategi
interests in this application field, too. Over&®&T projects of an organization are sensitive conicg
espionage if the combinations of technologies gmlieation fields standing behind the projectsafre
organization’s strategic interest and if a worldevidading - or at least competitive - technologicadwledge is
gained from the R&T projects (Lee, Chang, Liu, &14a2007).

A general methodology for measuring risks is riskessment. The risk assessment methodology defines
concrete situation and it identifies a possibleai(also named hazard). Then, the risk for thereda situation
concerning the hazard is estimated and prioritaetiuman experts. The risk depends on the estintatstd of
a potential loss and it also depends on the estinaobability that this loss will occur (Marhaw|a
Koulouriotis, & Gemeni, 2011).

A good measure for the sensitivity of an R&T projigom an organization concerning espionage igigieof

an information leakage within this R&T project (Bnermeier, 2005; Matsui, 1989). It can be seenttieatosts
of an information leakage are high if the projeeald with a (strategic relevant) combination ohteadogies and
application fields that is of particularly high émest concerning organization’s R&T strategy (Cadf& Sobel,
1982). Thus, the combinations have to be compardiket strategic interests of an organization fahgaroject
to estimate project’s costs of an information legka

Besides this strategic aspect, the knowledge as@esaip be considered. The probability that anrinédion
leakage will occur depends on current scientifioledge of an organization. If a worldwide leading
knowledge is gained from an R&T project then thebability that an espionage attack occur is largeabse
espionage agents are not able to acquire the kdge/lelsewhere. Otherwise, if the knowledge is diyea
worldwide distributed then espionage agents are @bacquire this knowledge from other sources @997).

An R&T project is characterized by a project dgstion that consists of textual information writtey R&T
planners and scientists that are working withinghgect. The description consists of informatidmoat the
used technologies and the application fields. Talxtatterns are extracted from the collection bpedject
descriptions that contain this information. Thigie by use of latent semantic indexing (LSI)dosider
aspects of meaning in the information because d@hewvritten by different human experts using défer
formulations. Based on machine based learningredigtion modelling, and on a set of training exéap
textual patterns are identified that are charastierfor projects dealing with strategically relav@ombinations
of technologies and application fields. These past@re used to estimate the costs of an informégimkage for
new projects from a test set.

A new web mining approach is introduced that idegtithe worldwide available knowledge of each
strategically relevant combination (Almeida, 1998)r this, search queries are built based on ténons each
corresponding textual pattern. LSl is applied anrétrieved web pages to select these pages wiere t
corresponding textual patterns occur. Based onrtiferm resource locators (urls) of the web pagfess,
geographical distribution of knowledge can be sh¢@orman, 2002). This enables the estimation of the
probability that an information leakage occur.

In a case study, we investigate the informatiokdge risk of defense based R&T projects becausndef
related technologies are a valuable target foroesgje (Orozco, 2012). German Ministry of Defenselfua
large number of projects with a wide technologsmaipe and its R&T strategy shows several combinsitid
technologies and application fields with strategievance. Based on the descriptions of these R&jegts, the
proposed methodology is applied and the informagakage risk is calculated for each R&T project.aA
result, R&T projects are prioritized. This helpsr@an Ministry of Defense by processing an espionade
management to protect their technological knowledge

Overall, this paper investigates a new applicafield: the protection of R&T projects from infornmai leakage
by espionage. It proposes a hew semantic clagsificand web mining approach based on the stanésed
assessment methodology for identifying the infoiarateakage risk of R&T-projects. This helps resears,
research planners, and governmental agencies arthaesponsible for R&T espionage protection they
identification and prioritization of sensitive peats concerning espionage. It also ensures thatagkiction
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measures can be implemented in all high-risk sanatdespite limited resources (Yucel, Cebi, Ho&y&zok,
2012).

2 Background

2.1 Espionagein applied science R& T

Foreign intelligence services and corporationsraerested in several target fields of espionageo of them
with relevance to this approach are the strategion@mic strength and the military capability inggince
(Jones, 2008).

The strategic economic strengths consist of aspelztted to production or manufacture processegetlsas to
important infrastructures (Whitney & Gaisford, 1999ery important factors for economic strength @search
activities and technology development (Jaffe, 1986)he last years, reports of German state afffoe the
protection of the constitution have shown that@sage activity in German R&T increases more andemor
(German Federal Ministry of the Interior, 2011) eTdspionage agents are normally recruited frons¢hence
and technology academia (Sivanesan, 2011). Thayfsten foreign intelligence services and from cogiimns
of the Russian Federation, of the People’s Repuibl€hina, and of the Middle East, Asia and Norfnica
countries (Jones, 2008). Thus, protecting nationabrporation-internal research activities andhtetogy
development against foreign countries or competitoan important task (Brunnermeier, 2005).

The military capability intelligence consists oWeeal aspects related to the strength of an enemy where
new weapon systems are specifically in focus. Besabllecting information about weapon system ciifiab,
the technologies standing behind the weapon sysdeenalso an interesting target for espionage. Hieee
corresponding espionage agents are usually tramigdry technologists (Jones, 2008). They focugtanlarge
number of worldwide processed R&T projects thatehdne aim to contribute to future weapon systems by
examining these new technologies.

Both target fields show that applied science R&@rdnteresting target for espionage in generathiu, it
specifically can be assumed that R&T in the aresectirity and defense are highly sensitive conogrni
espionage. Especially the rising asymmetrical thdesing the last years forces governments to asee
investments in security and defense related relseard technology (R&T) (Gericke, Thorleuchter, Weck
Reilander, & Lof3, 2009). The European Union funetsusity research within the current European Fraomkw
Research Program (FP7) and it has founded the Eampefense Agency (EDA) that funds defense based
research with a wide technological scope amongstf@konomou, 2012). European governments furadgel
number of security and defense based R&T projémts(Te Kulve & Smit, 2003). As an example, German
Ministry of Defense coordinates over 1000 differsimbultaneously running technological researchqutsj
(Thorleuchter, 2008). Research projects in thia ameestigate technologies to apply them in a $jgescurity
and defence application field (Thorleuchter, Van Beel, & Prinzie, 2010b). Thus, some of them maab
profitable target for espionage and they have tprbéected from information leakage hazard (Thatider &
Van den Poel, 2011c; Thorleuchter, Weck, & Van Beel, 2012a; Thorleuchter, Weck, & Van den Poel,
2012b).

2.2 Risk Assessment to measureespionagerisk of R& T

The assessment of risks is the first step in riakagement (Si, Ji, & Zeng, 2012). The aim of risgessment is
to measure the effect of uncertainty on criticaleds. A recognized hazard is identified, charaotelri and
assessed. Then, the vulnerability of critical assef concrete situation is assessed concerninjabard. Based
on this assessment, the costs of a potential fotbe @ritical asset are estimated as well as thbability that

the loss will occur.

Existing studies applying risk assessment have shbat it is difficult to measure the quantities éach risk
(Cherp & Demidova, 2005). This is because both eétspéhe costs of a potential loss and the proitabiilat the
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loss will occur can only be measured intuitivelytiyman expert estimations. The estimations cantteadarge
chance of error. A further disadvantage is thahegtons have been made for the effect of eachrdamaeach
critical asset. That makes the estimation time-aorisg for human experts especially in situationgreha large
number of hazards or a large number of criticaétssge.g. R&T projects) occur. As shown in Sed, the
rising asymmetrical threat causes the processirglafge number of R&T project in security and defe Thus,
the espionage risk of R&T projects especially iousity and defense should be calculated by a gadint
estimation based on an automated approach.

Literatures propose qualitative risk assessmenhoadetogies that investigate the information leakasfe of a
small number of R&T-projects concerning governmeatandustrial espionage by human experts
(Thorleuchter, 2004; Thorleuchter & Van den Po8lL2f). These qualitative methodologies also corafithe
two criteria: costs of a loss and probability tthes loss will occur as described below:

The costs of potential information leakage withi&TRprojects are estimated by considering stratagjoects. In
an R&T strategy the critical milestones are desttifor realizing organization's R&T goals. The msiitenes are
reference points (events) in an R&T project andiéiehnologies that are necessary to achieve ttieatri
milestones are prioritized by the R&T strategy. $hechnologies that are examined for a specifidiegttion
field are prioritized because they contribute sgento organization's R&T goals than others (Sélafariv,
2004). Depending on organization's R&T goals (@dpe the first that introduces an innovative paido
market), the costs of a potential information legkavithin an R&T project examining a prioritizedh@ology
are higher than that of an R&T project examiningpa-prioritized technology. Both qualitative metbtaies
suggest using the category '+' for R&T projectsnetiechnologies are applied in application fiehist tare
prioritized by the strategy and using categorgtherwise.

The probability that this information leakage vaticur is estimated by considering the technolodinalwledge
gained from the R&T project and by comparing ithe existing knowledge worldwide. If a technologyai
unique feature offered by an R&T project then thagrt is very interesting for espionage (catedaty If the
acquired knowledge also is available by other aegdions and nations then the probability thatrdarimation
leakage within the corresponding R&T project odsumedium (category 'B'). Otherwise, if the acqdire
knowledge is non-competitive (category 'C") thaama many competitive organizations or nationgtheln
founded knowledge is available then the correspan&&T project normally is not an interesting tarfpe
espionage.

The qualitative methodologies calculate the riskrtiplying the costs with the probability. Based the
category combinations of the two criteria (furthermthey are named label) A+, A-, B+, B-, C+, G¢le R&T
project is assigned to a label based on the gtiaétastimation by human experts. The order ofldbels
concerning the risk of projects has to be deterchiveesed on organization's strategy e.g. the deciktbe
information leakage risk of a ‘A-‘ labeled projastgreater than that of a ‘B+’ labeled project ot.n

The proposed quantitative methodology in this paiges the categories of the above mentioned qtisaditask
assessment methodologies. In contrast to the gtiaditmethodologies, LSI as binary classificatiechnique
and prediction modeling is used to assign projectategory ‘+’ or to category ‘-'. Further, webmmg is used
to assign projects to category ‘A’, ‘B’, or ‘C’. TR, the proposed methodology realizes an automated
assignment that enables the calculation of theoaagie risk of a large number of projects.

2.3 Characteristicsof R& T project descriptions

The proposed methodology uses text classificabagxtract textual patterns from project descripgion
representing technologies and application fields.tkis task, the relationships between differenhhologies
and between technologies and application field® ltabe considered. The relationships are deschipedliarge
number of literature studies (Choi et al., 200®ckl& Howells, 2001; Herstatt & Geschka, 2002; Jieg
Garrido-Vega, Diez de los Rios, & Gonzalez, 20lddder, 2009; Rubenstein et al., 1977; Subramani&ol&
2010; Thorleuchter & Van den Poel, 2012¢). Impdriemlings from these studies with impact on thepased
methodology in this paper are described below:

Technologies are a collection of several diffemeisearch topics within a specific technologicadfi&k&T
projects dealing with the same technology probalilgmining different research topics. Then, thegcdiptions
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consist of different terms although they belonght same technology. Thus, it cannot be guararntesd
prevalent textual features from a technology oa@e@l projects, which belong to that technologylditionally,
different technological fields overlap that meams tlescription of a project uses the same terragdifferent
project although both projects belong to a diffétenhnology. For a text classification approadh important
to consider these synonyms (words with differelsms but with the same meaning) and homonymsds/o
with different meanings but with the same spelling)

Technology descriptions are characterized by a paghentage of terms that occur together withiexéugl
pattern. This means that the occurrence of diftelehnological terms is not independent. Thusstiected
classification approach should consider the depanydef terms.

R&T projects examine one or several technologiesptaly them in one or several application fieldsedature
indicates different technological relationships $€f&ka, 1983; Kim, Toh, Teoh, Eng, & Yau, 2012; Teochter
& Van den Poel, 2011a; Yu, Hurley, KliebensteinD&zem, 2012). A substitutive technology is ablesfaace
a technology by creating an application e.g. aifipemergy supply application can be realized bing solar
cell technology, electrical battery technologygetactrical fuel cell technology. Thus, projects ldepwith a
substitutive technology are also strategicallyvaia for an organization if the corresponding tetbgy and its
application field is relevant. A textual patterathepresents such a strategically relevant cortibmahould
contain terms from the technology and also termsfits substitutive technologies concerning thdiaation.
Further technological relationships are integratpredecessor, and successor technologies that togmther or
in a succession during the process of realizingpplication e.g. fuel and lubricants technologydating a
new power plant application. Thus, to create auxpattern as described above, the semanticoeitip
between terms describing a technology (includiagitbstitutive, integrative, predecessor, and ssoce
technology) and terms describing the applicatietdfhas to be considered (Geschka, Lenk, & Vi&t002).

24 Text Classification

Text classification assigns pre-defined classdexbdocuments (e.g. R&T project descriptions) ¢em, Kintz,

& Kaufmann, 2012; Ko & Seo, 2009; Lin & Hong, 208ydhamathy & Jothi Venkateswaran, 2012;
Thorleuchter, Van den Poel, & Prinzie, 2010a). €dascan be textual patterns that represent ‘tecgpel
application field’ combinations and text documersds be R&T project descriptions. In text classtiima,
knowledge structure approaches can be distinguibadsemantic approaches. Examples for knowledge
structure approaches are instance-based learmgngtaims (e.g. k nearest neighbor classificatide}ision tree
models (e.g. C4.5), simple probabilistic algorithf@g. naive Bayes), and support vector machirarigthgns
(Buckinx, Moons, Van den Poel, & Wets, 2004; Le&§\&ang, 2012; Shi & Setchi, 2012). These approactes a
not able to create semantic generalizations and, gemantic relationship between terms (see 3&t.

Further, some of them are not able to considermitgecies of terms (e.g. naive Bayes).

Semantic relationship between terms can be idedtlly computational techniques that use statistical
procedures on eigenvectors (Jiang, Berry, DonastroOchov, & Grady, 1999; Luo, Chen, & Xiong, 2011)
These techniques consider words that are in agirdgscription as well as words that might be asth
descriptions (Thorleuchter & Van den Poel, 2012wrleuchter & Van den Poel, 2012d;). LSl is a vialbwn
representative of these techniques. It identifidddn semantic textual patterns from a documemécidn

(Park, Kim, Choi, & Kim, 2012). These patterns denef terms that are not mentioned explicitly isiagle
document but that are related within the whole doeot collection descriptions (Christidis, Mentz&s,
Apostolou, 2012; Tsai, 2012). LSI also considersosyym and homonym aspects as well as the dependéncy
terms (Thorleuchter, Van den Poel, & Prinzie, 20T2us, LSI fulfills the requirements from Sec3.2.

3 Methodology
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Figure 1: Processing of the approach

This new methodology investigates the informatmeakage risk of R&T-projects concerning governmeatal
industrial espionage. Sect 2.1 describes the eagethreat and the resulting information leakagje for R&T
projects in general and in particular for secuaityl defence based R&T projects. The proposed melngylis
based on a qualitative risk assessment methodaleglgscribed in Sect. 2.2. The relationships betwee
technologies and application fields have an impadhe information leakage risk for R&T projectsdescribed
in Sect. 2.3. Thus, these relationships are coreida the proposed methodology by selecting a sémgext
classification approach as described in Sect. 2ddby applying a web mining approach.

This methodology uses project descriptions of R&djgcts from an organization. Further, an estinmatid
human experts for each R&T project is used. It ples a binary assignment of a particularly strategievance
based on organization’s strategic R&T interestds Titeans R&T projects with high contribution to the
organization’s strategic R&T interests are distisgad from R&T projects with medium to low contrilaun to
the organization’s strategic R&T interests. Thesggnments are used as target variable for prediatiodeling
and for the evaluation.

Projects are split in a test and training set. mtlescription is pre-processed by use of text ngimrethods.
Based on the project description from the trairgaty a term-by-project matrix is constructed. LsSapplied to
calculate hidden semantic textual patterns reptiggea combination of technologies and applicafielus.
Prediction modeling with cross-validation is usedseveral rank k models to identify the value afskhe rank
of the matrix with the optimal predictive perforntan Semantic textual patterns are identified tregjfently
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occur in the descriptions of R&T projects with peutarly strategic relevance rather than in thecdptions of
other R&T projects. They are used to predict thatsgic relevance of an R&T project and thus, th&sof an
information leakage. The test examples are prajeicti® the same latent semantic subspace and eagtipis
assigned to risk assessment category ‘+' if thatifled patterns occur in the corresponding desicrip
Otherwise, category ‘-* is assigned to the R&T puj This assignment is evaluated based on thaa#bdins of
human experts.

The identified patterns are selected and for eatteim several search queries are built contaiaiogmbination
of several relevant terms. The search queriesx@euéed and the received website addresses aesl duyrt
different sections (e.g. country language codeferAdrawling the full text of the website addresaed after
pre-processing, the results also are projectedit@ame latent semantic subspace as createdj diaiining.
The number of results per section that containdaetified semantic textual patterns representktivavledge
distribution. As an example, many websites witloardry language code .nl for the Netherlands thatain an
identified semantic textual pattern show that theesponding (particularly strategic relevant) kienige is also
available in the Netherlands. Based on the numb#rese results per section, each project is asdigmthe
category ‘A’ if a worldwide leading knowledge cae seen, to the category ‘B’ if the knowledge isilade
only in a few number of countries or corporatiamsto category ‘C’ if the knowledge is distributedridwide
as described in Sect. 2.2.

3.1 Preprocessing

A pre-processing step is used to create a ternovaciector space model. It starts with text pragian where
scripting code, tags, and images are removed. Trgpbgal errors are corrected by using a diction@he text
is split in terms (tokenization) and a conversiéiteoms in lower case is done. To reduce the nurobdifferent
terms in the text, term filtering is applied. Steprds as well as terms that belong to a specitiegmy (part-of-
speech tagging) are discarded. Terms that app&aonce or twice are also discarded based on Zgpfis
(Zeng, Duan, Cao, & Wu, 2012; Zipf, 1949). Besidant filtering, term summarizing is also applied by
converting terms to their stem (Thorleuchter & \tim Poel, 2012b).

Based on the pre-processing results, term veatorsdtor space model are built for each projectriigtson.
The size of the vectors depends on the differentgen the collection of project descriptions. Weed
frequencies are used for the vectors' componestséad of raw frequencies because they improve dstec
accuracy (Prinzie & Van den Poel, 2006; Prinzie & \den Poel, 2007; Thorleuchter, Van den Poel,i&zi?r,
2010d; Van den Poel, De Schamphelaere, & Wets,)20@4calculate the weight {(yy of a term i in the R&T
project description j, we use the formulation oft@aet al. (1994) that is based on term frequéifcy, on
inverse document frequency (log(n)dfand on a length normalization factor in dencatin.

B tf,; llog(n/df;)
ST f.20 f))>
30, ? og(n/df, )

1)

3.2 ldentification of semantic textual pattern with L SI

Each term vector created in the pre-processingrsgesents a project. A term-by-project matrigasstructed
that contains all created term vectors. It congifslarge dimensionality that is unmanageabldudher
processing and has to be reduced. LS| (Deerwesétr, €990) can be used together with singulaneval
decomposition (SVD) to reduce the dimensionalitycbgsidering relationships between terms. Thioisedoy
grouping related terms to several semantic textatierns. The patterns are selected based orhigbist
discriminatory power to other patterns. Thus, #duced dimensionality can be determined by the eumb
these semantic textual patterns.

Mathematically, SVD splits the term-by-project dstion matrix A with rank r in three matrixes &, and V
where U represents the impact of terms on the séeriawtual patterns, V represents the impact ofqmt
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descriptions on the semantic textual patterns 3aisch diagonal matrix containing the r positivegsitar values
of matrix A ordered by size.

A=UZ V! (2

The weights for the matrix components of matrixak e calculated by

r
Wi = Zui,x (x, OV €)

x=1

The dimensionality of matrix A is reduced by sdlegta smaller value k that replaces the value Bfased on
formula 3, the weighted components for the redunatfix A with rank k is calculated. The first k gular
values are considered while the further singuldwesare discarded. Further, the first k columnsafrix U
and the first k rows of matrix V are considered.aA®sult, the new k-rank approximation of matrixvith k
semantic textual patterns is calculated by the yrbdf the k-rank approximation of &,and V:

A= U S VY 4)

The reduction of matrix A requires the selectiothaf value of k. k is the number of semantic tebqadterns in
the collection of all project descriptions. Thesdt@rns are used in a predictive model to clagsifjects as
sensitive concerning espionage. The predictiveopedince of this assignment depends on the valkeTddis is
because a large value of k leads to the extracfi@narge number of semantic textual patterns. Wrthem
cannot be used for prediction because they areapiplirrelevant or unimportant for this task. Othise, a
small number of k probably discards many relevaudt ismportant semantic textual patterns. This reduce
prediction performance. We use an operationalrgriteas mentioned by Chen et al. (2010) for deteimg an
optimal number of k. This criterion creates seveaak-k models. It uses a parameter-selection piweeand a
fivefold cross-validation to identify the rank-k uhel with the best predictive performance (Thorlgach
Herberz, & Van den Poel, 2012; Thorleuchter & Vam &oel, 2012a).

The semantic textual patterns of the test exant@ees to be compared to those patterns createcehyatiming
examples and successfully used in prediction modelihus, patterns from the test examples are giagjanto
the same LSI-subspace as created by training (Z&drig2010). After pre-processing of test exampleach
test example is represented by a term vectastdescribed in Sect. 3.1, 8 used to calculate a new vecty V
for the project description d with

V, = A, U, X1 (5)

Here, U andZ, are used as described in formula 4 and the conmp®ioé the new vector Mepresent the
impact of the project description on every sematetitual pattern as identified by training. This tvector can
be integrated into the matrixV

3.3 Prediction Modeling

Prediction modeling is applied to predict an espgmsensitivity of R&T projects. The predictiorb&sed on
information about the espionage sensitivity of Rgfjects in a training set. Logistic regressionliédin, 1999)
is used to predict an espionage sensitivity of gaofect in a test set. The rationale standingrmtlogistic
regression is easy to comprehend for decision nsgkLong, DeLong, & Clarke-Pearson, 1988), thealle
computing time is low, and it leads to robust res(Greiff, 1998).

The setT ={(X,Y; )} consists of a concept vector for each propct] R* and of a binary target

variabley;, €{0,1}. The concept vector represents the impact of ggron each semantic textual pattern as

calculated in Sect. 3.2. A value of one fpmglicates that the corresponding project is sees@toncerning
espionage and a value of zero indicates thanibisBased on a parameter vector w and on an egem as
calculated from a training set, logistic regresgiaftulates the probabilitf’( y = 1| X) that a project from a

test set is sensitive for espionage by

8



Protecting Research and Technology from Espionage

1
1+exp(—(wp +Wwx))

P(y=1]x)= 6)

As a result, each project from the test set igyassi to a risk assessment category ‘+' if this plolity exceeds
a specific threshold.

34 Web Mining

The aim of the web mining step is to build and exesearch queries to identify documents in therivet
where the selected semantic textual patterns oEoureach of these semantic textual patterns, emtiiy five
relevant terms that have an impact on this patibove a specific threshold and that also havena weight
above a specific threshold (Thorleuchter & Van Beel, 2011b). A search query is build for eachgratthat
consists of these five terms. The search quergesyacuted by use of Google as internet searcnerigie use
the web search advanced programming interfacedblemn automatic execution of search queries@nd t
enable an automatic processing of the resultsheyrthe Google translate advanced programmingface is
used to enable an automatic translation of thedenm search query from the target language (Emgto
several languages as available by the interface.

The search queries are executed and the receivesitevaddresses are sorted by different sectiogsdeuntry
language code). The full text of the website adskess crawled and the results are translatecettatiget
language by use of the interface. After pre-prdogs&ee Sect. 3.1), the textual documents alsprajected
into the same latent semantic subspace as creatieg) draining (see Sect. 3.2). For this, a coneeptor is
created for each document that represents the imp#ee document on each semantic textual pafs=a Sect.
3.3). Further, prediction modeling is used to idfgrihese documents, which contain information tkat
sensitive concerning espionage from the point eéwof the own R&T strategy. These results are setedhe
other are discarded for further processing.

The concept vectors of each R&T project from thet $et are compared to all concept vectors fronséiected
results. A similarity measure is used to identdgults with a similar impact on the semantic telgpadterns and
thus, with similar R&T activities.

The number of similar results (in total or splitdifferent sections) is used for analyzing. A venyall number
of results show that worldwide the R&T activitiesa project seldom occur and thus, the knowledgeeda
from the project is worldwide leading (category).A& medium number indicates that further organizet also
gained knowledge from these R&T activities. Théwe, project can be assigned to category 'B' whidege
number of results can be used to assign a pra@extegory 'C'.

3.5 Evaluation criteria

This evaluation investigates the successfulnesiseoproposed automated approach that is basednamaal
evaluation as done by human experts. The commadg ariteria are applied: the lift, the sensitivitye
specificity, and the area under the receiver opeyatharacteristics curve (AUC).

The lift is a performance measure that is ofterdusemeasure classification performance for busines
applications. In this paper, it measures the irs@éa density in a specific percentile of the numifeprojects
with high information leakage risk category relatto the density of all projects in total. For gating projects
from espionage it is important to increase the itg$ projects with high risk category especialtythe top 10
to top 20 percentile because limited budgets ansbp@el resources for this task forces R&T plant@rocess
risk reduction measures only for a small numbegrofects.

True positive (TP) is calculated by the numbermifgcts with high espionage risk that are classifierrectly
while false negative (FN) is the number of thesgequts that are classified not correctly. The nundfgrojects
with low espionage risk that are classified collyeisttrue negative (TN) and false positive (FPdhie number of
these projects classified not correctly. Then siesitivity is calculated by TP/(TP+FN) and thecsfiety is
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calculated by TN/(TN + FP). It is important to knofat these criteria are varied if the value ofttiveshold is
varied.

To be independent of a varied threshold, the AUGsEd that is based on the receiver operating cteaistic
curve (ROC) (Migueis, Van den Poel, Camanho, & Gura®12). It measures the area under a two dimealsio
plot as created by use of the sensitivity and geeigicity criteria (Van Erkel & Pattynama, 1998)anley &
McNeil (1982) show that for binary classificatidhe AUC is a successful performance measure.

4  Empirical verification

In a case study, we investigate the informatiokdge risk of defense based R&T projects fundecby t
German Ministry of Defense (GE MoD). Each projédwttthas a long-term strategic relevance basedeoR&IT
strategy of the GE MoD is classified as sensitiest R&T projects are processed to examine thenpialeof
new technologies in general, to solve a currertrtelogical problem as occurred by the use of weaystems,
to improve the performance of existing weapon systeor to satisfy current legislation (e.g. envireamt
protection). These projects are not strategicallgwant or they are at least of short-term strategjevance.
Thus, only 20% of all R&T projects investigate teologies in a specific application field that islofig-term
strategic relevance for GE MoD.

Descriptions of more than 2000 R&T projects proeddsetween 2000 and 2010 are selected. Defenseé base
R&T is predominated by the United States of Ame(ld&A) because of their large defense budget. Tious
the GE MoD point of view, we define a worldwide dégg knowledge in a technology (category 'A’) as a
knowledge that is worldwide unique by excluding Whedge available in the USA. Further, technological
knowledge is defined as competitive (categoryifBhe technological knowledge of GE MoD is als@éable

in other high-tech countries e.g. European Uniombner states, Russia, China, Japan etc. Otherkise, t
corresponding R&T project is assigned to categ@ry

Number of R&T projects Relative percentage
Training set:
Sensitive R&T projects 193 20
Non-sensitive R&T projects 772 80
Total 965
Test set:
Sensitive R&T projects 193 20
Non-sensitive R&T projects 772 80
Total 965

Table 1: Characteristics of the data

In Table 1, the information about the training aest set is summarized. Both sets are randomligtseleThe
training set is used to calculate the semantiatyatterns and to estimate a regression modeltdst set is
used to evaluate the performance of the regressamtel. Evaluation results are compared to the #atju
baseline as indicated by the relative percentagabie 1.

4.1 Optimal dimension selection

To reduce the dimension of the term-by-project ima#t cross-validated AUC is applied on the sentatetktual
patterns (dimensions) (see Fig. 2). It shows theperformance increases strongly up to the nuifided
patterns. From 50 patterns on, only a small iner@aperformance can be seen. A large number ténoat
results in a large computational complexity. Thats50 patterns an optimal point is reached conogrni
computational complexity and performance. The \dei& is set to 50 and the examples from the &tsire
integrated into the latent semantic subspace traists of these 50 semantic textual patterns.

10



Protecting Research and Technology from Espionage

66

64

62

60

o8 /
o6 /
/

52’
V

Cross Validated AUC

o4

SD 1 T T T T T T T
0 20 40 60 60

Semantic Textual Patterns (SVD Dimensions)

Figure 2: Calculating an optimal SVD dimension

4.2 Predicting espionagerisk of R& T projects

The proposed methodology is applied and after thdiption modeling step, the R&T projects are assibto
category ‘+’ and ‘-‘. In the web mining step, thember of similar results is split in different secis (see Sect.
3.4). Sections are defined as the top-level-doroaimtry code (ccTLD). The about 200 codes (e.gfade
Germany) represent countries and the number oltsgser country is counted. The country codesterlSA
are not considered. If the number of German resultsuch larger than the numbers of other natibaa the
corresponding R&T projects are assigned to cate@oryf the number of German results is high and
comparable with the numbers of some other countiness the corresponding R&T projects are assigoed t
category 'B'. Otherwise, if a low number of Germesults can be seen compared to the number of other
countries then the corresponding R&T projects asigaed to category 'C'.

This research considers the fact that the numbeebEites in some top level domain country codéasrgger
than in other. As an example the German countrg ¢ol@' contains more websites than the Dutch cpente
".nl' because much more people are living in Gegnthan in The Netherlands. Thus, a search quetsiaies

on the German country code normally gets more te#uhn the same (translated) search query restrart the
Dutch country code. For the calculation of the nemiif results, country weighting factors are uséene e.g. a
result from the ".nl' country code gets a largeigivethan a result from the ".de' country code.

4.3 Comparing predictive performance

Based on the methodology of Thorleuchter (20049 &ect. 2.2), a manual assignment of R&T projecthe
labels ‘+’ and ‘-* as well as to the labels ‘A’, *Bor ‘C’ have been done by human experts from 2004Thus,
each of the 2000 R&T projects is manually labeléowever, risk reduction measures are processedtonhe
top 10 to top 20 percentile of projects with higgkrcategory. Practically, all projects labeledhwid+’ are
selected for further processing and none projetithlabeled with ‘A-‘, ‘B+’, ‘B-’, ‘C+’, and ‘C-". Thus, the
assignment of further labels to the projects isaianterest. To consider this fact, only projeetseled with

11
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‘A+’ are defined as projects with a high espionagk and this definition is used as ground truthtfee
evaluation.

The cumulative lift curve in Fig. 3 shows the irese in density of all ‘A+’ labeled projects relatito the
density of all projects in a specific percentile elach percentile, the curve lies above the bastiat means the
density of the R&T projects with high espionagé issgreater than the density of the baseline. Hewset is
more interesting to notice the large increase imsidg in the top 10 and in the top 20 percentileause this
enables the selection of a small number of projeits high espionage risk for processing risk retuc
measures.
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Figure 3: Cumulative lift value of the test set arfidhe baseline

The AUC is a performance measure for the binargsifization of the proposed methodology (an R&Tjgcd
is labeled with ‘A+’ or not) based on the groundtliras defined above. The ROC curve that is crdatdate
processing of this case study lies above the RO@af the baseline and thus, a significant improest of the
AUC from the baseline (50,00) to the test set (B6¢an be seend=0.02 , d.f.=1, p<0.001).
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Figure 4: Sensitivity - specificity diagram of testt and baseline

4.4 Casestudy results

Examples for the technologies and the corresporatipdication fields extracted from the semantiduak
patterns are presented below:

Meta-materials are materials with simultaneous tiegaielectric constant and permeability. It seeha they
contradict some optical laws because of their negaiptical refractive index. The results of theestudy
show that projects applying meta-material technplogspecific application fields are sensitive ceming
espionage. Examples for applications are supeesetigmt can be focused independent of light-wavgtie
antennas with improved emanation characteristiggyession of parasitic waves in HF and microwarauits,
new types of optical and microwave elements (beaapears, couplers, modulators, wave guides, resaato
and improved coatings for stealth aircraft.

In the field of semiconductor and LED laser tecloggl diode lasers are being developed in a widetsgde
range (from ultraviolet to infrared) and with difémt emitting power. Examples for sensitive tecbgas and
their applications are diode lasers operating énrttid-infrared range developed for optical countasures,
short wavelength diode lasers for data storagd-paver diode lasers (emitting about 1 pm) for male
processing, and quantum cascade diode lasersomighwavelengths for sensor applications, includiatection
of hazardous substances and combat agents.

A further example is the infrared detector techgglthat is being developed for the atmospheric wiv& from
3to 5 umund 8 to 12 um. New generations of iefilatetectors are based on (Al-GaAs) quantum-well
structures or on group-Ill antimonides. Sensitivégcts apply this technology by creating a passgifrared
detectors with high thermal and spatial resolutiaith up to 640 x 512 pixels, by creating bi-spatinfrared
detectors, and by creating thermal imaging cameitistwo wavelengths for simultaneous detectionb@th
windows or in one) to permit an improved camoufldgéection.

13
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5 Conclusions

This work provides an automated approach basedxtrelassification that calculates the informatieakage
risk of R&T projects that means the costs of anrimfation loss and the probabilities that this #koccur.
Thus, it enables an automated identification ofguts with high espionage risk. Literature introgsienanual
approaches where human experts evaluate the egpiois& of a few number of projects. However coesity
the large number of R&T projects in a country, isp&cific application field, or in a research peogrthis task
only can be performed automatically for performarezsons.

Text classification is used because the identificedf projects - that are a profitable targetdéspionage in
contrast to projects that are not - depicts a piokassification model where a binary text classifion approach
can be applied. Based on these results, the risbke&alculated automatically for a further risknagement
process. This is in contrast to existing qualigtpproaches.

The approach uses latent semantic indexing (LSbeotify semantic textual patterns occurring wittie
textual information. These semantic textual pattemme used as variable in a binary prediction mtmehlculate
the costs of a potential loss. Further, textuarimiation about related technologies and applicdteds
available in the internet are collected and integtan this approach. This shows the competititieasion of a
technology - application field combination andngéles the calculation of the probability that ldes will
occur. Based on both calculations, the informali@kage risk of R&T projects is estimated.

Overall, this approach is successful in the ideaifon of projects with high espionage risk anldetps
researchers, research planners, and governmeetatiag to ensure the processing of risk reductieasures
despite limited resources.
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